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I. [TogcHuTEIHLHAA 3aNUCKA

JlanHast mporpamMma cocTaBlieHa Ha OCHOBe Kypca «OcHOBBI KuOepOe3omacHOCTHY s
o01reobpazoBarenbHbIX opranu3aiuii aBTopoB Tonkux .M., Komapoa M.M., Jlenosckoro B.U.,
MuxaitnoBa A.B., nepepaborana u MOITU(pUIIMPOBAHA.

PazButne wuH(pOpMAMOHHOTO OOILIECTBa TMPEAINOJIAraeT BHEApPEHHE WH(POPMALMOHHBIX

TEXHOJIOTUH BO Bce c(hephl )KU3HH, HO ATO O3HAYAET U MOSBJICHUE HOBBIX YIp03 0€30MacHOCTH — OT
yreuek uHpopmanmu 10 kubepreppopusma. B npoekre Konnenuuu crparernu Kubepoe30macHoCTH
Poccwuiickoit @enepanyi  KHOEPIPOCTPAHCTBO OIpeneseTcss Kak «cdepa AeITeTbHOCTH B
MH(OPMALIMOHHOM MPOCTPAHCTBE, OOpa30BaHHAs COBOKYNMHOCThIO MHTepHeTa u  JIpyrux
TEJICKOMMYHUKALIMOHHBIX ceTel U JTI00bIX (POPM OCYIIECTBIISIEMOI TOCPECTBOM UX UCIIOJIb30BAHUS
YeJI0BEYEeCKONW aKTUBHOCTH (JIMYHOCTH, OpraHHU3alllK, TOCy1apcTBa)», a KubepOe30macHOCTh — Kak
«COBOKYIHOCTh YCIIOBHH, IIPU KOTOPBIX BCE COCTABJISAIONINE KUOEPIPOCTPAHCTBA 3AIIMILEHBI OT
MAKCHMaJIbHO BO3MOYKHOT'O YHCJIAa YTPO3 M BO3JCHCTBUI C HEXKEIATEIBHBIMHU MOCIEACTBUAMUY. B
CBSI3HM C OTHM OOJIBIIIOC 3HAYCHHWE MPHOOpPETaeT MpodiieMa «KYJIbTYphl O€30IMaCHOTO MOBEACHUS B
KHOEpIpOCTPAHCTBE.

B coorBerctBUM co «CTparerueil pa3BUTHS OTpacid HH(POPMALMOHHBIX TEXHOJIOTUH B
Poccuiickoit @eneparu Ha 2014-2020 roael U Ha nepcnektuBy 10 2025 roga», yTBEp:KICHHON
pacnopsbkenueM IlpaButenscrBa Poccuiickoit @enepanuu or 1 HosiOps 2013 r. Ne 2036-p,
«Ctparerueii pa3putus HHGOpMaMOHHOTO obmIecTBa B Poccuiickoit denepanumy, yTBepKIACHHON
[Ipesunentom Poccuiickoit @enepaunu 7 gpespans 2008 . Ne [Ip-212 u psaom Apyrux 10KyMEHTOB
B YMCJIE MHOTUX JPYTHX 3a7a4 BbIIEISAIOTCS:

- ofecrieueHue pa3IMYHBIX cep HSKOHOMHKH KAueCTBEHHBIMU HH(DOPMAIIMOHHBIMH
TEXHOJIOTUSIMY;

- o0ecrieueHre BBICOKOTO YPOBHSI HH(OPMAIIMOHHONW O€301MaCHOCTH IOCy1apcTBa, HHAYCTPUU
U Tpak/iaH.

be3onacHocTh B MH(pOPMAIIMOHHOM OOIIECTBE SIBISETCS OJHUM M3 OCHOBHBIX HaIpaBICHUI
(dbyHIaMEHTAIBHBIX UCCIIEIOBAaHUM B 0071aCTH HHPOPMAIIMOHHBIX TEXHOJIOTHH.

KoMInbroTepHbIE TEXHOJIOTHM NPUMEHSIOTCS IIPU M3YYEHHUH NMPAKTHUYECKH BCEX IIKOJIBHBIX
JUCHUIUIMH yXe€ C MIaAmuX KiaaccoB. KuOGepyrpossl CyliecTBYIOT Be3le, IJ€ MNPUMEHSIOTCS
MH(OPMALIOHHBIE TEXHOJIOTUH.

['ocymapctBO ~ cuMTaer  HEOOXOIMMBIM  paclIMpeHHe  o0bema  IpenoJiaBaHus
MH(OPMALIMOHHBIX TEXHOJIOTUH B 00IIe00pa3oBaTeNbHBIX OpraHu3alusx. B kadectBe ogHON u3
OpraHM3aIMOHHBIX Mep B o0ecrieueHnr KubepOe30macHOCTH onpeiesieHa pa3paboTka U BHEAPEHUE
B Y4eOHBII Mpolecc 00pa3oBaTeNbHBIX OpraHU3aliil pa3HOTO YPOBHA Kypca 10 MH()OPMAIIMOHHON
0€30MacHOCTH, BKJIIOYAIOIIEr0 MOIYJIU MO o0ecredeHnto KubepOe3onacHoCTH, 00 JTOMOIHEHUE
UMEIOIIUXCS KYpCOB YIOMSHYThIMU MonyisiMu. IlIkonpHast mporpaMma J0JKHA COOTBETCTBOBATH
3TUM IIeNsiM, MO3TOMY MPEJACTABISAETCS aKTyaJbHBIM peau3alysl MporpaMMbl BHEYPOUHOU
nesTenbHOCTH «OCHOBBI KHOEpOE30TTacCHOCTH.



3amaga Kkypca «OcHOBBI KHOEpOE30macHOCTH» - COBEPUICHCTBOBAHHME INKOJIBHOTO
00pa3oBaHUsl M MOATOTOBKM B cdepe MHPOPMAIMOHHBIX TEXHOJIOTHH, a TAKXKE MOMYJISIPH3aLUsI
npodeccuii, CBS3aHHBIX ¢ HWHPOPMAIMOHHBIMU TexHonorusMu. Llenb wu3ydenus «OcHOB
K1OepOe30MmacHOCTHY - 1aTh OOIIME MPEICTaBICHUS 0 0€30MacHOCTH B HH()OPMAIIHOHHOM O0IIECTBE
U Ha ITOH OCHOBE Cc(HOPMHPOBATH MOHMMAHHE TEXHOJIOTWNH WH(POPMAIIMOHHON O€30MacHOCTH U
yYMEHHSI IPUMEHSATH NpaBuiIa KHOepOe30IacHOCTH BO BeeX cdepax JesTeTbHOCTH.

BocnurarensHas 1ens Kypca — GOpMHpPOBaHHE HAa Ka4eCTBEHHO HOBOM YPOBHE KYJIBTYPbI
YMCTBEHHOI'O TPYJla U B3aUMOJICHCTBUS C OKPYKAIOIMMH, OTBETCTBEHHOT'O OTHOILIEHUS K BOIIPOCaM
0€30I1aCHOCTH KHU3HEAEATEIbHOCTH.

Leas mporpaMmbl — CO3JaHUE YCIOBUU Ui (OPMHPOBAHHUS Y ydalIuXcs HU(PPOBOI
KYJIBTYpbl JINYHOCTU C HEOOXOJMMBIMU HAaBbIKAMM M IPUCYLIMMM LIEHHOCTAMH, B3IJIsaMH,
OpPUEHTALMsIMM, YCTAaHOBKAMH, MOTHMBAMHU JEATEJBHOCTH M IOBEIEHHs Uil oOecreyeHus
0e301acHOl U pa3BUBAIOILEH KU3HEAEATEIbHOCTH yJalerocs B cetu «MHTepHeT».

JL1st 1OCTHKEHHUS TOCTABJIEHHOM LeJIM PelIaloTcs cJIeAyIolue 3aa4u:

o  dopmMupoBaHue y ydamuxcs mupoBoit 1 ”HHOPMAITMOHHON KYIbTYpHI,

e BocnuraHue y y4damuxcsi HDaBCTBEHHOCTH U KYJbTYpPbl B3aUMOOTHOILIECHHUS C JIFOAbMU
Ha OCHOBE 00IIIe4eI0BEYECKHX IIEHHOCTEH B ceTu « HTepHEeTY;

e VYTBEpXKJIECHHE B CO3HAHUU M YYBCTBAX Y4YaIUXCS MPABUIBHBIX MOJEIEH MOBEACHUS,
[IEHHOCTEH, B3TJISA0B U YOSKICHUI ISl YCTICUTHOM KU3HEACSITeIbHOCTH YYallerocs B
cetu «HTEpHETY;

e Vruybnenue 3HaHMK  yueOHbIX gucturuiiH - «Mupopmarukay, «OBX» wu
«O0u1ecTBO3HaHKEY B Mpoliecce 00y4eHUs B paMKaxX MPOrpaMMbl;

e llHTeIeKTyalbHOE pPa3BUTHE ydYalIuXcs, HOPMHPOBAHUE TBOPUYCCKUX M IMPUKIIATHBIX
KaueCTB MBIIIUICHUS;

e Pa3zBuTuHe HHTEpeca K pa3NnudYHbIM chepaM HH(HOPMAIMOHHBIX TEXHOJIOTHH;

e CoBepIICHCTBOBaHHE HABBIKOB CaMOOOpa30BaHUS, BCECTOPOHHErO pAa3BUTHUS H
COLMAJIN3aLl1H;

e (OOyuenue MOUCKY M 0TOOpY MHGOPMAITNH, €€ UHTEPIIPETAIIMN U TPUMEHUMOCTH;

e Pa3BuTHe JTOTUYECKOTO MBIIIJICHUS, YMEHUNM 0000IIEHNs] M KOHKPETH3allu1, aHallu3a 1
CHHTE33;

e Bocnuranue ymeHus TpyAUTHCA, CAMOCTOSITEIbHOCTH, OTBETCTBEHHOCTH U TBOPYECKOTO
OTHOIIIEHUS K yu€Oe;

Oo0yuariue:

e CodopmupoBarh cucTeMy 3HaHMH B cdepe oOmecTBO3HAHUS, HH(OPMAIMOHHBIX
TEXHOJIOTUI U OCHOB 0€30MaCHOCTH JKU3HEAEATEIbHOCTH;

e OOy4nTh DJEMEHTaM CHCTEMHOTO MBIIUICHHUS  HWCIOJNB30BaTh  HWHCTPYMEHTHI
AKTUBU3AI[H MBIIIUICHUS;

e OtpaboTKa HABBIKOB M YMEHUH JUIs O€30MacCHOTO U TIOJIE3HOTO HCIOJIb30BAHUS
UH(POPMALIMOHHBIX TEXHOJIOTHI: CpaBHEHHE HH(OPMAIMK, KPUTHUYECKUH aHaIu3,
BBIJICIICHUE TJIABHBIX MBICIIEH W TPAMOTHOE H3JIOKEHHE, a TaKKe BOCTIPHUSTHS H
ycBoeHHsI nH(popMmarmu u3 cetu «MHTepHeT».

PassuBaromme:

e Pa3BuTh UHTEIEKTYyalbHbIE U COLUANIBHBIE CTIOCOOHOCTH 00yYarOINXCs;
e Pa3BHUTH HaBBIKK CETEBOTO 06HI€HI/I$[ N KOMMYHHUKAIUN B CCTU «I/IHTepHeT», IIOUCKa "
paboTel ¢ wuHpopManueil, oOecreueHus O€30MacCHOCTH IUPPOBBIX YCTPOHUCTB H



AKKayHTOB U OCYILIECTBIICHUS CETEBBIX MOKYIIOK;
e Pa3BuTh JenoBble U TpaXAAHCKHE KadyecTBa, TaKHE€ KaK CaMOCTOSITENIbHOCTD,
OTBETCTBEHHOCTb, aKTUBHOCTb M aKKYPaTHOCTb;
e CdopMupoBarh NOTPEOHOCTH B CAMOMO3HAHUHN U CAMOPA3BUTHH.
BocnuraresbHbie:

e BocnuraTh KylnbTypy OOLICHHS U TIOBEICHUS B CETEBOM IPOCTPAHCTBE;
e BocnuraTh 1eneyCcTpeMIEHHOCTb JINYHOCTH;

e BocnuraTk TOJIEPAHTHYIO U KYJIbTYPHYIO JUYHOCTb;

e BocnuraTs npaBUiIbHBIN 00pa3 rpaxaaHrHA.

1. O6mas xapakTepucTuKa Kypca

Kypc «OcHOBbI KnOepOe30macHOCTH» CTPYKTYPHPOBaH MO MOIYJIbHOMY THpuHIHUINY. OH
BKJIFOUYAET B ce0s1 7 MOAYJICH:

e OO6mwue cBenenus o 6esonacuoctu [IK u Murepuera

e TexHuka 0€30MaCHOCTU U IKOJIOTUS

e IIpobnemsl IHTEpHET-3aBUCUMOCTH

e Meroasl obecnieuenus 6ezomacHoctu [1K u UaTepHera. Bupychl u aHTHBHPYCHI
e Momennnyeckue neiictusi B Uatepuere. Kubepnpecrymienus

e CereBoli aTukKeT. [Icuxonorus u cetb

e [IpaBoBbI€ acreKThl 3aLIUTHI KHOEPIPOCTPAHCTBA

III. Onucanue MecTa y4eOHOTr0 peaMeTa B y4eOHOM ILJIaHe.

JlaHHBII KypC peanu3yeTcsi B paMKax COLMAIBHOIO HAPABICHHUS BHEYPOUHOH JESTEIBHOCTH
1 paccuuTaH Ha | vac B Henenmo (34 yaca).

V. Conep:xxanue yue6HOTO IpeaMeTa

7 KJacce

Monyas 1. O6mue cBenenusi o 6ezonacuoctu IIK u Murepuera (5 yacos).
Kak paGoTtatoT MOOHMIIBHBIE YCTPOWCTBA. YTPO3BI A1 MOOMIIBHBIX YCTPOMCTB.

Pacnpoctpanenue BpeoHOCHBIX (ailyioB depe3 MpHIIOKEHHs A cMapT(OHOB U IIAHIIETOB
(ckaumBanue pororpaduii, My3bIKH, UTP).

Bunp! 3ammtel KuOeprnpocTpaHCcTBa (UTO TaKOE HECAHKLIMOHUPOBAHHBIN JI0CTYII, pa3pylIeHHE U
yTpara HHQOpMaLUH, UCKaXKEeHUE HHPOPMALIUH).

KTo obecnieunBaet 3amuty KuOEeprnpocTpaHCTBa.



UYro Takoe reomHdopmannonnbie cuctembl (I'IC). I'mobansubie mHbOpMarmonasie CeTH 1Mo
CTUXUHHBIM 6€I[CTBI/IHM.

Moayas 2. TexHuka 6e3onacHocTd 1 3KoJorus (5 yacos).

KoMmmbprorep 1 MOOUIBHBIE YCTPONCTBA B upe3BbIUaiHBIX cuTyanusax. Jomonnenus k J(TIIL.
Kommbrotrep 1 MoOUITbHBIE (COTOBBIE) YCTPONUCTBA B IIpaBHIIaX 0€30MacHOCTH.

KomnbroTepsl 1 MOOMIIBHBIE YCTPOICTBA B SKCTPEMAIbHBIX YCIOBHUSX.
Besne mu ects Untepuer. Th npu padore ¢ MOOMIBHBIMU yCTPOICTBaMHU.
[TepBast momMo1s npu npodsieMax B HHTEPHETE (CITY>KObI TOMOIIIN ).
Bo3szelicTBre painoBoJIH Ha 30pOBbe M OKpysKaromryto cpeay (Wi-Fi, Bluetooth, GSM).
Moayas 3. IIpodaembl UHTepHEeT-3aBHCHMOCTH (2 Yyaca).
Bunael IHTEpHET-3aBUCUMOCTH.
KomneroTrep u 3penue.
Mopnyasb 4. Metoas! odecnieuenus 6esonacHoctu IIK n UnrepHera.
Bupycsl u antuBupyco! (8 4yacos).
Bupychl 1 aHTUBUPYCHI.
Kak pacnpocTpaHstoTcs BUPYCHI.
VICTOYHVKH ¥ IPUYUHBI 3aPaKCHHUS.
Ckopas xomnbroTepHas nomouls. [IpuzHaku 3apaxeHusi KOMIIbIOTEpa.
Yro Takoe aHTHUBHpYCHAas 3amuTa. Kak JeuuTh KOMIObIOTED.
3amuTa MOOMIIBHBIX YCTPOUCTB.

Kak 3amututh nanHsie ot noteps. KonupoBanue u BoccTaHOBIIEHKE. Beerna a1 MOXKHO cacTH
CBOU JIaHHBIE.

3amuTa Qaitnos. Uto Takoe nmpaBo JocTyma.

3amuTa neteil B counanbHbIx cetax. [10 ans poaureneit. OrpaHnueHre BpeMEHN HaX0XKJIEHUS B
CETH.

Moayas 5. Momennndeckue aeiicreusi B Unrepnere. Kudepnpecrynienus (2 yaca).

OnacHoctd MOOWIBHOU CBsi3H. [IpennoskeHuss MO YCTaHOBKE BPEIOHOCHBIX MPUIIOKEHUH.
Mornteuanuyeckue CMC.

[TpocnymmBanue pa3roBopoB. OrnpeieneHue MeCTOMON0KEH s Tese(oHa.



Monayasb 6. CereBoii 3tuker. Ilcuxosiorust u cerb (10 yacos).
UYro Takoe auvHbBIC JaHHBIE. Bee, uTo BeUTOKeHO B IHTEpHET, MOXKET CTaTh U3BECTHO BCEM.
«JInmass nadopmanusa» o cede u npyrux B Untepuere. Kakas nndopmanys npuHaajIeKUT BaM.
AHOHUMHOCTb B CETH.

Uto Takoe sTuker. Buasl 3THKeTa (JUYHBIN, J1€T0BOM, MUCHMEHHBIN, JUCKYCCUOHHBIA U TIp.).
Paznuuusd sTukera B pa3HbIX CTpaHax.

Kak nmosiBuics HCTHUKCET, YTO 3TO TAKOC. OGH_II/IC ImpaBujia CETCBOI'0 3TUKCTA.

JlnuHoe oOmieHue U OOIICHUE B TPYMIE — YeM OHU OTIMYAIOTCS (YaThl, OPYMBI, CIYKOBI
MTHOBEHHBIX COOOIIEHUH).

Otuka quckyccuid. BzanmHoe yBaskeHue Mpy HHTEPHET-00UICHHUH.
OTUKET U 6€30MaCHOCTh. DMOIIUU B CETH, UX BBIPAYKEHUE.

Peanbnast u BupTyanbHas JUYHOCTb, PEAIbHBIE BCTPEUYH C BUPTYAJIbHBIMU 3HAKOMBIMH M UX
OMAaCHOCTb, YTPO3bI U OCKOPOJICHHS — Y€M 3TO MOXKET 3aKOHUUTHCA.

Ecnu BBI cTanm xKepTBON KOMITBIOTEPHOH arpecCHu: CIIy>KObI TTIOMOIITH.
Monayas 7. [IpaBoBbie acneKThI 3aIIUTHI KHOEPNPOcTpaHcTBa (2 yaca).

Cob6ctBennocts B HTepHeTe. ABTOpCcKOe mpaBo. HTemnekTyanbHas coOCTBeHHOCTb. [lnaTHas
u OecrutaTHas HHGOpPMAITHSL.

O606mmenue matepuana kypca. Urpa-kBect «3HaTOKU KHOEpOE30aCHOCTI.

8 kiace
Moayas 1. O6mue cBenenus o 6ezonacHoctu IIK u Untepuera (5 yacos).
WupopmannonHasi 6e30nacHOCTh

3aH_II/ITa NEpCOHANIBHBIX MNAHHBIX, MOYCMY OHA HYKHA. KaTeropI/IH NEPCOHAIBHBIX JaHHBIX.
BI/IOMCTpI/I‘-ICCKI/IC NEPCOHAILHBIC JaAHHBIC.

Hcrounnku nanHbIX B IHTEpHETE: ouTa, CepBUCH 0OOMeHa (aiiamu U p. XpaHEHUE TaHHBIX B
WHurepHere.

Bo3MoxHOCTH 1 HpO6JIeMBI COLIMAJIbHBIX CETEIA.

be3onacHsrif mpod s B comuaibHBIX ceTsiX. CocTaBIeHHE CeTH KOHTAKTOB.

Moayasb 2. TexHuKa 6€30MaCHOCTH M 3K0JI0rus (2 yaca).

Kommieke ynpaxHeHuit npu padboTe 3a KOMIIBIOTEPOM.



BospnelictBue Ha 3penune OJIT, KXKUAKOKPUCTALIMYECKUX, CBETOAUOAHBIX, MOHOXPOMHBIX
MOHHTOPOB.

Moayas 3. IIpodaembl UHTepHeT-3aBHCHMOCTH (3 yaca).

st vero moxet ObITh Tone3eH 11K u MHTepHeT (pa3BUBaroniye Urpbl, 00y4eHue, oOeHne U
T.I1.) U KaK I10JIb3a MPEBPAILaeTCs BO BPE/.

KubepkynbTypa (MaccoBasi KyJabTypa B CETH) U JTMYHOCTb.

Ilcuxonoruueckoe Bo3jeiicTBue MH(OpPMALUKM HAa YEJIOBEKa. YIPaBIEHHE JIMYHOCTBIO uepe3
CETb.

Moayas 4. Metoabl odecnieuenns 6esonacuoctu I[IK u Uarepuera.
Bupycsl u antuBupycsol (16 yacon).
3amura daitios. [IpaBa monb3oBarenei.
3amura npu 3arpy3Ke U BHIKIIIOUEHUH KOMITBIOTEpa.
be3zonacHocTh 1pu ckaurBaHuu (hailiaoB.
be3zomnacHocTh mpu nmpocMoTpe GUIBEMOB OHJIAMH.

38.H_II/ITa nporpamMm M JaHHBIX OT HCCAHKIMOHHPOBAHHOI'O KOIIMPOBAHUA. OpFaHI/ISaHI/IOHHHe,
HOPpUIUYCCKHC, ITPOTPAMMHLBIC U IIPOI'PAMMHO-AIIIIApATHBIC MCPbI 3alllUThI.

3amuTa IporpaMM U JIaHHBIX C MOMOIIBIO MapoJiel, IPOrpaMMHBIX U 3JEKTPOHHBIX KIIOYEH,
CEpUIHBIX HOMEPOB, IIEPEHOCA B OHJIANH U T.II. HenepeMelaeMble IpOrpaMmael.

MeTto/1b1 3a1IMTHI (POTO U BUAEOMATEPUATIOB OT KOMHPOBAHUS B CETH.
3amuTa OT KONMPOBAaHUS KOHTEHTA cailTa.

Kak pa3zBuBasinch BUpPYCHI.

MoryT 11 BUpychl BO3€iicTBOBaTh Ha anmnapaTtypy [1K.

Kak BUpycCBI BO3/I€HCTBYIOT Ha (paidiibl.

IIpoBepka Ha HasiMune BUpycoB. CKaHEpHI U JIp.

MosxeT 51 BUpYC BO3€CTBOBATh HA paboUuil CTOI.

Wcrounuku 3apaxenus [1K.

AnTtusnpycHoe 10, Buapl 1 Ha3HAUYECHHUE.

Mertob! 3aUTHI OT BUPYCOB. Kak pacrno3HarTCss BUPYCHI.



Moayab 5. Momennndeckue aeiicreusi B Uutepuere. Kudepnpecrymienus (4 yaca).
VYTeuka 1 00HAPOJOBAHKE JUYHBIX JAHHbIX.
[TonGop u mepexBat mapoJeii. B31oMbl aKKayHTOB B COIIMATBHBIX CETSX.
Bunber momenanuectBa B aTepHeTe. @ummHr (GpapMuHr).

A3zaptHbie  urpbl.  OnnaiH-ka3uHO. bykmekepckue  koHTOpbl.  IIpemnoxenus — mig
«UHBECTUPOBAHUS» JICHET. BBIUTPHIII B JIOTEPEIO.

Moayas 6. CereBoii 3tuker. [Icuxosorust u cethb (1 uac).

[lcuxomormdeckass oOcraHoBka B MHTepHere: rpuduHr, KuOepOyUMHT, KuOep-MoOOuHT,
TPOJUIMHT, OYJUTHIINL.

Monayasb 7. [IpaBoBbIe aceKThI 3a1UTHI KHOepNpocTpaHcTBa (3 yaca).
3amuTa npaB nOTpedUTENEH MPU UCTONB30BaHUH ycIyr HTEpHET.
3aiuTa npaB noTpeduTesel yciyr nmpopanaepa.

O06o6mmenne matepuana kypca. rpa-kBect «3HaTOKH KHOEpOE30IIaCHOCTHY.

9 kJ1acc
Mopayas 1. O6ume cBenenus o 6esonacHoctu [IK u Uutepuera (11 yacos).

3ammra KUOEpnpoCTPaHCTBA KaK KOMIUIEKC MEpONPUATHH, HalpaBlE€HHbIX Ha oOecredeHne
MH(POPMALMOHHOM 6€30MacHOCTH. ACIEKThI KHOepOe301MacHOCTH.

KomnbrorepHas u  uH(opManuoHHas 0e30mMacHOCTh, OOHapy)XeHue MmpolieM  CceTw,
BOCCTAHOBJICHHE MapaMETPOB CHUCTEM, CPEICTBA 3AIUTHI OT HECAHKIMOHMPOBAHHOIO JOCTYyNA K
JaHHBIM, KpUnTorpaduyeckas 3amura HGOpMaLUH.

Yro Takoe 3auuieHHas HH(OpMaIlMOHHAs cpeia. 3aluTa KaHaloB Mepeiadn JaHHbIX, CPEACTBa
NpeJOTBpallleHus yTeuku uHQpopmanuy, 3amuTta uHpopmanuu or HCJ (aHTUBUpyCcHas 3ammura,
CpeAcTBa KOHTPOJIS 3aIIMIIEHHOCTH, CPEJICTBA OOHAPYKEHUS U MPEAYNPEXICHHUs aTak), CpesiCTBa
ayTeHTU(UKALUH.

Opl" AHU3aUOHHO-TCXHUYCCKNUEC MCPBI 3alIUThI HH(I)OpM&L[PIOHHOfI CpCabl. CucreMsl OXpaHHOﬁ
CUTHAJIM3all1u, BI/II[eOHa6J'IIOIlCHI/IC, KOHTPOJIb U YHPABJICHUC NOCTYIIOM, CPCACTBA YHHUUYTOXCHUSA
I/IH(I)OpMaI_[I/II/I, CpeacTBa pC3CPBHOTO KOIMMMPOBAHNA U BOCCTAHOBJICHU .



TpeboBanust k 6€30MaCHOCTH HH(POPMAIIMH: COXPAaHEHUE IIETOCTHOCTH, KOHPUACHITNAITBHOCTH U
noctynHoctH. Onpenenenus mo 'OCT PB 51987-2002 «Mudopmarmonnas rexnonorus. Komrieke
CTaHJapTOB Ha aBTOMATU3WPOBAHHBIE CHUCTEMbI. THIOBBIE TpeOOBaHMS W TOKa3aTENNd KadyecTBa
¢byHkunoHNpOBaHUS HHPOPMAITMOHHBIX cucTeM. OOIIHMe TOTOKESHUS.

[Tpu3Haku HapyIIEHUS EIOCTHOCTH MPOrpamMM M JaHHBIX. CIOCOOBI HapyIIEHUs IEIOCTHOCTH
uHpopmanuu. [IpusHaku u crnocoObl HapymieHus KoH(puaeHuuanbHOCcTU. [Ipu3Haku U crocoOb!
HapyLEHHsI JOCTYITHOCTH HH(OpMAIIH.

be3zonacHOCTh MOOMIIBHBIX YCTPOHCTB B MH(OPMALMOHHBIX cHcTeMax. VICTOUHUKY 3apaskeHus
MOOUJIBHBIX YCTPOMCTB (BEO-peCypChl, Mara3uHbl PUIOKEHUM, OOTHETHI).

Yrpo3sl 6e3onacHocT B cetssx WiFi. Meronb! 3amutsl ceteit WiFi.

VYrpo3sl wuHPOpMaNMK (TEXHOTEHHBIE, CIIy4ailHble U NpEeIHAMEPEHHbIC, MPUPOIHBIE).
Heoctopo:xHOCTE TOJIB30BaTEINS KaK OJJHA U3 YIpo3 Uid HH()OPMALIMOHHON O€301MacHOCTH.

Mepsl knOEpOE30MaCHOCTH TSI KOHEUHBIX MOJIb30BaTeNel. Vcnonp30BaHne peKOMEHIOBAHHBIX
BEpCUi ONIepaIlHOHHBIX CHCTEM U MPHIIOKEHHI, UCII0Ih30BAHNE aHTUBUPYCHBIX CPEJICTB, HACTPOIKa
Be0-Opay3epoB, OJIOKHPOBKA CKPHUIITOB, UCIIOJIB30BaHUE (PHIBTPOB (PUIIHHTA, MEKCETEBBIX IKPAHOB.
Aptomatudeckoe ooHoiienue [10.

Kubepyrpossl MHTepHeTa (KHOEpBOITHBI, MAHUITYTUPOBAHUE JTIOAbMH, 3aBUCUMOCTb, BUPYCHBIE
aTaku, OTCYTCTBUE IPUBATHOCTH).

MoayJb 2. Texuuka 6e30nacHoCTH 1 3Ko0rus (3 yaca).
Kubeparaku Ha uHbpacTpyKTypy.

Kowmmbrorep B pexxume Tpyna u otabixa. MHGopMalmoHHas neperpyska.
BiustHue koMIbroTepa Ha PENpPOIYKTUBHYIO CUCTEMY.

Monyas 3. IIpo6siembl UHTEpHET-3aBHCHMOCTH (2 Yaca).

HHuTepHeT- 1 KOMITBIOTEpHAS 3aBUCUMOCTS (a1AuKIHs ). KpuTepun 3aBUCUMOCTH C TOUKH 3pEHUS
TICUXOJIOTOB (MPUOPUTETHOCTh, W3MEHEHHS HACTPOCHHUsS, TOJIEPAHTHOCTh, CHUMITOM pa3phiBa,
KOH(MIUKT, peruanB). Kak paBuBaeTcst 3aBUCIMOCTb.

Tumbl MHTEPHET-3aBUCUMOCTH (TIPUCTPACTUE K pabOTe ¢ KOMIBIOTEPOM, K HAaBUTAIL[UH U TOUCKY
uHpOpMallUM, WIPOMaHUS M DIEKTPOHHbIE MOKYIKH, 3aBHUCUMOCTh OT CETEBOrO OOLIEHHUS,
CEKCYaJIbHbIE 3aBUCUMOCTH).

Mopnyasb 4. Metoas! odecnieuenns 6esonacuoctu IIK n MuTrepuera.
Bupycsl n anTuBupycsl (7 4acoB).

[TpoGnembl 6e3omacHocTH MHGPACTPYKTYpbl MHTEepHETa (IIPOTOKOJIBI MapLIpyTH3alUU CETH,
CUCTEeMa JJOMEHHBIX UMEH, CPE/ICTBA MaPILIPYTU3ALIMHU U T.11.). MeTOo/1bl 3aIIUTHI.

[TpoBepka nomuHHOCTH (ayTeHTUuKanus) B UHTepHeTe.



Mepsi 6e3omacHocTH i1 nosib3oBarenss WiFi. Hactpoiika 6e3omacHOCTH.
Bupycs 17151 MOOMITBHBIX YCTPOMCTB (MOOMIIBHBIC OaHKEPHI U Ap.).
Hacrpoiika koMIiproTepa 1151 6e30macHoi padoTHl.

Ommbku nosp3oBarens (YyCTaHOBKA HECKOJIBKUX aHTUBUPYCOB, YCTAHOBKA CIHMIIKOM OOJIBIIOTO
quclla IPOrpaMM, OTCYTCTBUE PE3EPBHOIO KOIMPOBAHUS U T.I1.).

Mepsb! Tn4HOI 6€301acHOCTH MpU ceTeBOM o0ieHnn. HacTpoiiku MpuBaTHOCTH B COIMATBHBIX
CeTAX.

Moayab 5. Momennndeckue aeiicreusi B Unrepuere. Kuoepnpecrymienus (7 yacon).

MorlieHHUYecKHe JecTBUST B ceTH. [IpemiokeHus o0 pa30IOKMPOBAHHH IPOrPaMM
(6moxupoBirku windows). JIoxKHbIE aHTUBHPYCHI.

[TonmeHna cTpanull B MHTepHETE (CalThI-KIIOHBI). DanbiIuBhIE (ailio0OMEHHUKH.

Momennnyeckne aeicTBusi B cetd. COOp «IMOKEpPTBOBaHMIT» Ha OJIAarOTBOPHTEIBHOCTD.
«JIerkuii 3apaboTox» B MuTepHete. [Inpamub.

UTo Takoe AIEeKTPOHHBIN KOIIENIeK — yI00CTBa U MPpo0IeMbl 0e30macHOCTH. «OOMEHHUKID JIJIS
AJIEKTPOHHBIX JICHET.

MoliieHHUYECTBO MPH pacipocTpanenuu «oecriaraoro» I10. I[Ipogaka «00ydaronux KypcoB»
IUIs OM3HEcCA.

[TnaTHbie npeuioxkenus padoTel. [aTHBIN TPOCMOTpP BUACOMATEPUATIOB.

TexHomorun MaHHUITYJIMPOBAaHHUA B I/IHTepHeTe.

MoayJnb 6. CereBoii 3tuket. Ilcuxonorus u cetsb (1 yac).

be3omnacHas paboTa B ceTu B Ipoliecce CETeBON KOMMYHUKAIMHU (YaThl, GOpyMbl, KOH(pEpeHIUHY,
CKall, coluaybHble ceTH U mp.). CereBoi 3TuKeT. TepMHUHBI CETEBOrO 3THKETAa: OBEPKBOTHHT,
¢uneitm, Giryn, opdronuk, cMaHIUKK U Jp.

Moayan 7. [IpaBoBble acneKThl 3aIMTHI KHOepnpocTpancTia (3 yaca).
Kak paccnenyrorcs NpecTyImieHUs B CETH.
OTBETCTBEHHOCTh 332 HHTEPHET-MOIIEHHUYECTBO.

O600menne Mmarepuana Kypca. Urpa-kBect «3HaToOKn KHOEpOE30ITacHOCTHY.



V. Ilnanupyembie pe3yJabTaThl H3yYEeHHUSI Kypca

Ilpeomemnvle:

1. ChopmupoBanbl 3HaHHA O O€30MACHOM IMOBEIEHUH MpPH paboTe € KOMIBIOTEPHBIMH
nporpaMMmamMu, HH(OpMaIMel B CETH UHTEPHET;

2. CdopmupoBaHbl yMEHHS COOJII01aTh HOPMBI HH()OPMAIIMOHHON ITHKH;

3. CdopmupoBansl ymeHus 6ezonacHo padborars ¢ HHpOpMaIed, aHaTM3UPOBaTh U 0000IIATh
MOJTy4YeHHYI0 HH(OopMaIuio.

Memanpeomemnole:

1. PasBuBarotcs KOMIIBIOTCpHasd I'PaMOTHOCTh H I/IH(bOpMaI_II/IOHHaﬂ KYyJIbTypa JIMYHOCTH B
HUCIIOJIBb30BaHNH I/IH(bOpMaI_H/IOHHBIX U KOMMYHHKAIIMOHHBIX TCXHOJ’IOFHﬁ;

2. PasBuBarotcs YMCHHS aHAJIU3UPOBATh U CUCTEMATU3UPOBATH UMCIOIIYIOCSA I/IH(I)OpMaI_[I/IIO;

3. PasBuBaroTCcs IO3HaABaTelbHAsT U TBOPYCCKasd aKTHUBHOCTL B 0€30I1aCHOM HCIIOJIb30BaHUH
I/IH(bOpMaI_[I/IOHHLIX U KOMMYHUKAIITUOHHBIX TEXHOJIOTUH.

Jluunocmnuie:

1. Bripa0OaTbiBacTcsi CO3HATEIbHOE M OEpe)KHOE OTHOILICHHWE K BOMpOcaM COOCTBEHHOMN
MH()OPMAMOHHON 0E30MaCHOCTH;

2. @OopMHPYIOTCS W Pa3BHBAIOTCS HPABCTBEHHBIC, STHYECKHE, MATPUOTHYECKHE KAdyecTBa
JINYHOCTH;

3. Crumynupyercss TOBEICHHE U  JIeSTeNbHOCTb, HANpaBJICHHblE Ha  COOJIOACHUE
MH(}OPMaLIMOHHON OE30MaCHOCTH.

VI. TemaTuueckoe NJIaHUPOBAHUE

Neo HanmeHnoBanue moayei Kox-Bo yacos

n/n 7 kaacce | 8 kaace | 9 kiaace

1 O6ume ceenenus o 6e3onacHoctu I1K u MHTepHeTa 5 5 11

2 TexHuka 6€30MaCHOCTH U HKOJIOTHSL. 5 2 3

3 [Ipo6nembr IHTEpHET-3aBUCUMOCTH 2 3 2

4 Mertoab! obecnieuenus 6ezonacnoctu 11K u 8 16 7
WNHTtepHera. Bupycsl 1 aHTHBHPYCHI

5 MomeHHndeckue neictaus B IHTepHeTe. 2 4 7
Kubepnpecrynnenus

6 CereBoil aTuker. Ilcuxonorus u cetb 10 1 1

7 ITpaBoBBIE acTIEKTHI 3aIUTHl KHOEPIIPOCTPAHCTBA 2 3 3

Bcero uacoB: | 34 34 34




VIl. Y4ueOHO-MeTOAUYECKOE U MATEPUATBHO-TEXHUYECKOT0 00ecneyeHus
o0pa3zoBaTeJbLHOT0 MpoIecca

MeToan4yeckne MaTepuaJIbl
Toukux U.M., KomapoB M.M., Jlenosckoii B.1., Muxaiinos A.B. OcHOBBI KnOepOe30nacHOCTH,

Mocksa, 2016

[Topran MexayHapoaHoro kBecrta mo mudpoBoii rpaMoTHOCTH WWW.CeTeBU4YOK.pdh
https://toipkro.ru/content/files/documents/podrazdeleniya/ordo/ciber%20bezopasnost.pdf

JKPaHHO-3BYKOBbIE NOCOOUS

BuneodmiibMbI 0 OCHOBHBIM pa3jiesiaM Kypca

[Ipe3eHTanuu o TeMaTuke Kypca

TexHuyeckue cpeacTBa 00yueHust

Hoyt6yxk

Tenesuzop.

MynpTUMEAUATTPOEKTOP.

DKpaH HABECHOM.

CpencrtBa TeleKOMMYHUKAIUU (3JIEKTPOHHAS MOYTa, BbIX0OA B MIHTEepHeT).

Y4eOHO-IpaKTHYECKOe 000py1OBaHHE

AynuTopHas J0CKa ¢ MAarHUTHOM ITOBEPXHOCTHIO

KanennapHo-rematuveckoe mjiaHuposanue 7 kiacc (34 yaca)

No Koa-
ypoKa Hara Tema BO
4acoB

Oo0mme ceenenns o 6esonacuoctu IIK u MuTepuera 5

1 Kak pabGoTtaror MOOWIIbHBIE YCTPOMCTBA. YTPO3BI IS MOOMIIBHBIX
YCTPOMCTB.

2 PacnipocTpaneHre BpeTOHOCHBIX (aillIoB uyepe3 NPUIOKEHUS IS
cMapT(OHOB U IUIaHIIEeTOB (CKaunBaHue (hoTorpaduii, My3sIKH, UID).

3 Bunsr 3aIIHTHI KHOepnpoCTpaHCTBA (uto TaKoe
HECAaHKIIMOHMPOBAHHBIN JTOCTYII, pa3pylIeHUe U yTpaTa HHpOpMaIuy,
HCKa)KeHUE MHPOPMAIHH).

4 KTo obecneunBaeT 3auTy KHOEpIpoCTPaHCTBA.



https://toipkro.ru/content/files/documents/podrazdeleniya/ordo/ciber%20bezopasnost.pdf

Uto Takoe reomHpopmamumonnsie cucrteMbl (I'MC). I'mobGambHbIe
nHpopmanroHHble CeTH 0 CTUXUWHBIM OSJICTBHUSIM.

TexHnka 0e30MaCHOCTH M IKOJIOTHS. 5

6 KomnbroTep 1 MOOUIIbHBIE YCTPOWCTBA B UPE3BBIYAMHBIX CHUTYaIIHSX.
JNomnonuenus k I TT1. KommnbroTep 1 MOOMIIBHBIE (COTOBBIC) YCTPOHCTBA
B IpaBmUiax 0€30MacHOCTH.

7 Kommbrotrepsl 1 MOOMIJIBHBIE YCTPOICTBA B SKCTPEMAIbHBIX YCIOBUSX.

8 Besne mm ectb Wurtepner. Th mnpu pabore ¢ MOOUIBHBIMH
YCTPOMCTBAMU.

9 IlepBas noMoms npu npodieMax B UHTEpHETE (CIyKObI TOMOIIN).

10 BoszeiicTBre paaroBoIiH Ha 370pOBbe U OKpyKaroryto cpeay (Wi-Fi,
Bluetooth, GSM).

IIpo6sembl NHTepHET-32aBHCHMOCTH. 2

11 Bupl HTEpHET-3aBHCHMOCTH.

12 Kommnbrorep u 3penue.

MeTtoabl obecnieuenus 6e3onacHoctTu [IK u Unrepuera. Bupycobi u | 8
AHTHUBHUPYCHI.

13 Kak pacnpocTtpaHsioTcst BUPYCHI.

14 M cTOYHMKY 1 IPUYHHBI 3apaXKCHUSL.

15 Ckopas komnbloTepHas nomoulb. [Ipu3Haku 3apakeHusi KOMIIBIOTEpa.

16 Urto Takoe aHTUBUpYCHAas 3aiuTa. Kak 1e4uTh KOMIbIOTEP.

17 3amuTa MOOMIIBHBIX YCTPOMCTB.

18 Kak 3amutute naHHsle oT noteps. KonmupoBanue U BOCCTAaHOBIICHUE.
Bceria a1 MOXHO cacTH CBOU JaHHBIE.

19 3amuTa Qaitnos. Uto Takoe mnpaBo JocTyma.

20 3amuTa getei B couranbHbix ceTsax. [10 ansg ponuteneid. OrpannyeHue
BPEMEHH HAXOKJCHHS B CETH.

Momennuydeckue neiicreusi B Unrepaere. Kudepnpecrynienns. 2

21 OnacHoctu MOOWIBHOW cBsi3H. lIpennmoskeHuss 1O  yCTaHOBKE
BpPENOHOCHBIX NpriiokeHnid. Momenanueckne CMC.

22 [IpocnymmuBanue pasroBopoB. OmnpeneneHue  MECTOIOJIOKEHUS
TenedoHa.

CeteBoii yTuker. IlcuxoJiorus u cersb. 10

23 UYro Takoe JMuHbIE NaHHBIE. Bee, yTO BBUIOKEHO B VIHTEpHET, MOXKET
CTaTh U3BECTHO BCEM.

24 «JInmasas uadopmarus» o cebe um apyrux B HutepHere. Kakas
nH(pOpMalys IPUHAJICKUT BaM.

25 AHOHHUMHOCTbB B CETH.

26 Uto Takoe sTHKET. Buapl 3TUKeTa (JTUYHBIN, 1€I0BOM, MHChbMEHHBIN,
JMCKYCCUOHHBIN U Tp.). Pa3nuuus sTukeTa B pa3HbIX CTpaHax.

27 Kak mosiBuiacs HeTukeT, 4To 3TO Takoe. OOIIue MmpaBuUia CETEBOrO
ITHKETA.

28 JInuHoe o0IeHNe U O0IEHHE B TPYIIIE — YeM OHU OTJINYAIOTCS (YaThl,
(hopyMblI, CITy)KObI MTHOBEHHBIX COOOIIIEHUH).

29 OtHKa 1uckyccuil. B3anMHoe yBaskeHHe TPH HHTEPHET-00IICHUH.

30 OTHKET U 6€30MaCHOCTh. IMOIINU B CETH, X BBIPAKCHHUE.

31 PeanbHas u BuUpTyasbHas JIMYHOCTh, pEaJbHbBIE BCTPEUYH C
BUPTYaJIbHBIMU 3HAKOMBIMU U UX ONACHOCTH, YTPO3bl M OCKOPOICHUS —
4EeM 3TO MOXKET 3aKOHUUTHCSI.

32 Ecnu BB cTaM %KepTBOW KOMIIbIOTEPHON arpeccuu: CIy>KObl TOMOIIH.
IIpaBoBble acneKThl 3alIUTHI KHOEPIPOCTPAHCTBA. 2




33

Cob6cTBenHocTs B MHTEpHETE. ABTOpCKOE TIpaBo. MHTEeKkTyanpHas
cobcTtBeHHOCTS. [InaTHas u GecrimaTHas HHGOpMaIus.

34

O600mmenue Marepuaia Kypca. Urpa-kBect «3HATOKH
KkrOep0Oe30MacHOCTIY.

KasnennapHo-tremaTnueckoe mianuposanmne 8 kiacc (34 yaca)

e Koa-
Mara Tema BO
ypoxa 4acoB
Oo0mme ceenenus o 6esonacuoct IIK u MnrepHera S

1 Nudopmanmonnas 6€301macHOCTh

2 3amuTa MEpPCOHAJIBHBIX JIAHHBIX, I0YEMY OHa HyxHa. Kareropum
NIePCOHAJIBHBIX JAHHBIX. BuoMeTprueckue nepcoHagbHble JaHHbIE.

3 Wctounuku nanHbix B UHTEpHETE: IOYTa, CEpBUCHI OOMeHa (aiiyiamMmu u Jp.
XpaHeHue JaHHbIX B UHTEpHETE.

4 BosmoskHOoCTH 1 Tpo0IEMBI COIMATBLHBIX CETEH.

5 besonacuplii npoduiaer B comuanbHBIX ceTax. CocTaBieHHE CeTH
KOHTAaKTOB.

TexHuka 0e30MaACHOCTH M IKOJIOTHS. 2

6 Kommieke ynpaxHeHui npu paboTe 3a KOMIbIOTEPOM.

7 BozaeiictBue Ha 3penue DJIT, KUAKOKPUCTATUIMUECKUX, CBETOIUOAHBIX,
MOHOXPOMHBIX MOHUTOPOB.

IIpo6sembl UHTepHET-32aBMCHMOCTH. 3

8 Jns yero moxkeT ObITh monezeH 11K u MHTepHeT (pa3BUBaroline WUrpsl,
oOyueHue, OOIIEeHNE | T.11.) M KaK I0JIh3a MPEeBPAIIaeTCsi BO BPE/I.

9 KubepkynpTypa (MaccoBasi KyJlIbTypa B CETH) U JTHYHOCTb.

10 [Icuxonoruyeckoe Bo3zelicTBUE MH(OPMAIIMK Ha YeJOBEKa. YTpaBlIeHUE
JIMYHOCTBIO Yepe3 CEeTh.

Metoabl o0ecneuenns 0esonacnoctu IIK u Mutepuera. Bupycsl n 16
AHTHBHPYCHL.

11 3ammra ¢aitnos. [IpaBa noab3oBarenei.

12 3amuTa npu 3arpy3Ke U BBIKIIOYEHUH KOMIBIOTEpA.

13 bezonacHOCTh pU CKauMBaHUU (PaiIoOB.

14 besonacHocTh npu npocMoTpe UIBMOB OHJIAMH.

15 3ammra nporpamMMm M JTaHHBIX OT HECAaHKI[MOHMPOBAHHOTO KOMHMPOBAHUS.
OpranuzallioHHbIE, IOPUAWYECKHE, NPOrpaMMHBIE M MPOrPaMMHO-
anmapaTHble Mepbl 3aLUTHI.

16 3ammra nporpaMM M JIaHHBIX C MOMOIIBIO MapoJied, NMPOrpaMMHBIX U
JJIEKTPOHHBIX KIIIOUEH, CEpUMHBIX HOMEPOB, IIEPEHOCA B OHJAWH U T.II.
HenepemMeniaemblie IporpaMMel.

17 MeTto/b1 321U THl (HOTO U BUACOMATEPHUATIOB OT KOMMPOBAHUS B CETH.

18 3anyTa oT KOMMPOBAHUSI KOHTEHTA caiTa.

19 Kak pa3BuBanmcey BUPYCHI.

20 MoryT 11 BUpychl Bo3€iicTBoBaTh Ha annapatypy I1K.

21 Kak Bupycsl BO31eiiCTBYIOT Ha (hailiibl.

22 [Tposepka Ha Hanmuue BupycoB. CKaHEPHI U JIp.

23 MoeT 1 BUPYC BO3JIeliICTBOBAaTh Ha pabO4Mii CTOI.

24 Wctounuku 3apaxenus [1K.




25

AntusupycHoe [10O, BUIbI 1 Ha3HAYEHUE.

26

MeTtop! 3aUThl OT BUpYcoB. Kak pacrio3HaroTCsi BUPYCHI.

Momennudeckue neiicteusi B Unrepuere. Kudepnpecrynienus.

27

YTeuka u 00HApOIOBAaHKE JTUYHBIX JTAHHBIX.

28

ITonGop u nepexsat naposeil. B3j1oMbl akkayHTOB B COIIMANIBHBIX CETSIX.

29

Bupl momennndectBa B aTtepuere. @umuHr (papmuHr).

30

A3apTHBIE  WTPBHIL. OmnnaitH-ka3uHo.  BykMekepckue  KOHTOPBI.
[IpennoxxeHus s «MHBECTUPOBAHUS JIeHET. BBIUTPHINI B JTOTEPEIO.

CeteBoii 3Tuker. Ilcuxojiorus u ceThb.

31

[Tcuxonoruveckass oocrtaHoBka B MHTEepHeTe: rpuduHr, KNOEpOYILIUHT,
KrOep-MOOOUHT, TPOJUIMHT, OYJUTHIIH]I.

IIpaBoBbIe aceKThI 321U THI KNOEPIPOCTPAHCTBA.

32

3amTa npaB noTpeOUTENeH MPU UCTIONB30BaHUH yCcayr IHTEpHEeT.

33

3ammTa npas nMoTpeduTenel yciayr npopanaepa.

34

O600mmeHue Marepuaia Kypca. Urpa-kBect «3HATOKHU
krOep0Oe30MmacHOCTIY.

KanennapHo-temaTnueckoe mianuposanue 9 kiaacc (34 yaca)

Jlara

Tema

Ko.1-
BO
JacoB

O6mme cBenenus o 6esonacHoctTu 1K u Unrepuera.

11

3amTa KHOEPIPOCTPAHCTBA KAK KOMIUIEKC MEPOIIPUATHI, HAPaBICHHBIX
Ha  obOecriedyeHne  MHGOPMAIMOHHON  0e30mMacHOCTH.  ACHEKTHI
KHOepOe30MmacHOCTH.

KomnbrotepHas u  uH(popMalroHHass 0€30MacHOCTb, OOHapy>KeHHe
Ipo0JIEM CETH, BOCCTAaHOBIICHHE TAPAMETPOB CUCTEM, CPEJCTBA 3AILUTHI OT
HECAHKIIMOHMPOBAHHOTO JI0CTYMA K IaHHBIM, KpUnTOrpaduyeckas 3amura
MH(}OpMaLINH.

Uro Takoe 3amMIIeHHas HH(OpMalMOHHAas cpena. 3aliuTa KaHaloB
neperayd JIaHHBIX, CPEJACTBA NPEJOTBPAIICHUS YTEUKH HH(POpMAIH,
3amurta nHpopmarmu or HCJI (anTuBHpYyCHas 3a1nTa, CpeicTBa KOHTPOIIS
3alMIIEHHOCTH, CpPEJICTBA OOHApPYKEHUS M MpeNyNpexIeHUus aTak),
CpeAcTBa ayTeHTU(UKALIMH.

Opranu3aliOHHO-TEXHUYECKUE MEphl 3alUThl MHPOPMAILIMOHHON CpeJIbl.
CucteMbl OXpaHHOM CHUTHAIM3aLlMM, BHUJCOHAOIIOJCHUE, KOHTPOJb H
yIpaBieHUE AOCTYIOM, CPEJICTBA YHUUTOXKEHUS MHPOpPMAIUH, CPEACTBA
PE3€pBHOIO KOIMPOBAHKS U BOCCTAHOBIICHHUS.

TpeboBanust k Oe3omacHOCTH HMH(OPMAIUKM: COXpaHEHHE LETOCTHOCTH,
KoHpuaAeHIMaNbHOCTH W jgoctynmHoctH. Ompenenennss mo ['OCT PB
51987-2002 «upopmarmonHas TexHojorus. KoMIiekc cTanaapToB Ha
aBTOMATH3MPOBAHHBIE CHUCTEMbI. THIOBBIE TpPeOOBaHWS W TIOKA3aTelH
KayecTBa (DYHKIIMOHUPOBAaHUS HMHPOPMALMOHHBIX cucTeM. OOuue
TIOJIOYKCHHS.

[Ipu3Haku HapylIeHHs [ETOCTHOCTH MpOorpaMM M JaHHBIX. CrocoObl
HapymeHus 1e10cTHOCTH nHpopmanuu. [Ipu3Haku u criocoObl HApYIICHUS




KoH(puAeHMaTbHOCTH. [IpHU3HaKM M CIOCOOBI HApyIIEHUS! JOCTYITHOCTH
nHpOopMaluu.

bezonacHOCTh MOOWJIBHBIX YCTPOWCTB B HMH(OPMAIIMOHHBIX CHCTEMaX.
Hcrounuku 3apaxeHuss MOOUITBHBIX YCTPOUCTB (BeO-pecypchl, Mara3uHbI
MIPUIIOKEHUH, OOTHETHI).

Yrpo3sl 6e3onacHocTy B cetsx WiFi. Mertonsl 3amuter ceteit WiFi.

Yrpo3sl uHpOpMaIUK (TEXHOTCHHBIC, CIIyd4allHbIE W IpPEIHAMEPCHHEIC,
npupoHbie). HeocTopo)KHOCTh TOJB30BaTENsl KaK OAHA M3 Yrpo3 JUIs
nH(pOpPMaIMOHHOM 0€30MMaCHOCTH.

10

Mepsl  kubepOe3onmacHOCTH sl  KOHEYHBIX  IOJH30BATEINECH.
Hcnonb30BaHne pPEKOMEHJOBAHHBIX BEPCHIl ONEPAllMOHHBIX CHCTEM U
MPUIIOKEHUHN, MCIIOJIb30BaHHE aHTUBUPYCHBIX CPEICTB, HACTPOWKa BeO-
Opay3epoB, OJIOKMPOBKA CKPUIITOB, UCIOJIb30BaHUE (UIBTPOB (DUIITHHTA,
MEXCETEeBBIX IKpaHoOB. ABToMarnueckoe oonosnenue 110.

11

Kubepyrpo3st HutepHera (kuOepBOMHBI, MaHUNYJIUPOBAHUE JIOJbMHU,
3aBUCUMOCTD, BUPYCHBIE aTaKU, OTCYTCTBHE MPUBATHOCTH).

TexHuka 0e30MacHOCTH U DKOJOTHS.

12

Kubeparaku Ha nundpactpykrypy.

13

Kommbrorep B pexkxume Tpyna u otabixa. MHbopmalmionHas neperpyska.

14

Bnusuue KOMIIBIOTCPA Ha pCIIPOAYKTHBHYIO CUCTEMY.

IIpo61emb1 UHTEpHET-3aBUCMMOCTH.

15

WNuTtepHer- u KoMmbloTepHas 3aBucUMOCTh (ammukuus). Kpurepun
3aBUCUMOCTH C TOYKHU 3PEHHS MICUXOJIOTOB (MPUOPUTETHOCTh, N3MEHECHHUS
HACTPOEHUS, TOJEPAHTHOCTh, CUMITOM pa3pbiBa, KOHGIHUKT, PELUIUB).
Kak pa3BuBaercst 3aBUCUMOCTb.

16

Tunsl MHTEPHET-3aBUCUMOCTH (TIPUCTPACTUE K pabOTE C KOMIBIOTEPOM, K
HABUTAIMH U MOUCKY WH()OPMAIIMH, UTPOMAHHS U SJICKTPOHHBIC MMOKYIIKH,
3aBHCHMOCTB OT CETEBOT'0 OOIIEHUS, CEKCYaIbHbIE 3aBUCUMOCTH).

Metoasbl odecnieuenus 6esonacuoctu [IK u Unrepuera. Bupycsl n
AHTHUBHUPYCHI.

17

[Tpobnembr Ge3omacHOCTH UHOPACTpyKTypbl MHTepHeTa (IIPOTOKOJBI
MapuIpyTU3allid  CETH, CHUCTeMa  JIOMEHHBIX HMEH, CpEICTBa
MapUIpyTU3aLUU U T.11.). METOABI 3aIUTHI.

18

IIpoBepka nonnuHHOCTH (ayTeHTUuKanms) B UHTepHeTe.

19

Mepsl 6e3omacHocTH Juig noab3oBarenst WiFi. Hactpoiika 6e3omacHoCTH.

20

Bupychl 1151 MOOMIIBHBIX YCTPOMCTB (MOOUIIBHBIE OaHKEPHI U JIP.).

21

Hactpolika komnbroTepa Juis 6e30nacHoi paboThl.

22

OOk mosb3oBaTes (YCTaHOBKA HECKOJIBKUX aHTUBUPYCOB, YCTAaHOBKA
CIIMIIKOM  OOJIBIIOTO YHCJIAa MPOrpaMM, OTCYTCTBHE pPE3EpPBHOIO
KOIMPOBAHUS U T.IL.).

23

Mepnl UuHOM 0€30MacHOCTH TIpU  ceTeBOM oOmieHuu. HacTtpoiiku
MIPUBATHOCTHU B COLIMAJIBHBIX CETSIX.

Momennuydeckue neiicreusi B Unrepuere. Kubepnpecrynienmus.

24

MorieHHuYeckue neidcTBUS B ceTH. [IpemiokeHus o pa3OIoKUpOBaHUU
nporpamm (6soxkupoBIKr windows). JIOKHBIE aHTUBHPYCHI.

25

[Tonmena cTpaHull B  HHTEpHeTe  (CalTHI-KIOHBI). DanbIIKBHIE
(hailimo0OMEHHUKH.

26

Momennnyeckue JaeiictBus B cetd. COOp «IOKEpTBOBaHMI» Ha
6saroTBopuTenabHOCTh. «Jlerkuii 3apaborok» B MutepHere. [Tupamuisl.

27

Uro Takoe IEeKTPOHHBIN KOIIeNeK — y00CTBa U MpoOIeMbl 0€30aCHOCTH.
«OOMEHHUKWY JIJIS AJICKTPOHHBIX JCHET.




28

MomenHu4ecTBO Mpu pacnpoctpaHeHun «becmiatnoro» [10. Tlpogaxa
«00y4aronx KypcoBy st OM3Heca.

29 [TnaTHbIe npeanoxenus padoTsl. [11aTHBII MPOCMOTP BHEOMATEPHAIIOB.

30 Texnonornu manunynupoBanus B aTepHere.
CeteBoii yTukeT. IlcuxoJiorust u cersb.

31 bezonacnas paboTta B ceTu B mpolecce CETeBOW KOMMYHHKAIMM (4aThl,
(bopyMmbl, KOH(pEPEHIINH, CKalT, COIIMANBHBIE CETH U ITp.). CeTeBON ITHKET.
TepMHHBI CETEBOr0 3THUKETAa: OBEPKBOTHHT, ¢uielim, ¢uyn, oddromnuk,
CMAIJIMKU U JIP.
IIpaBoBBIe aCHEeKTHI 3aIIMTHI KHOEPIPOCTPAHCTBA.

32 Kak paccienyroTcs npecTyIuIeHus B CETH.

33 OTBETCTBEHHOCTh 32 HHTEPHET-MOIIICHHUYECTBO.

34 O60061IeHne MaTepuana Kypca. Urpa-kBect «3HATOKH

KnOepOe30I1aCHOCTI Y.




